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1. PURPOSE 
 
This document explains the University of Suffolk Dental Community Interest Company (hereafter 
known as” Dental CIC”) policy on data protection and data security and is based on the following 
principles: 
 

• The University of Suffolk Dental CIC will comply with all relevant legislation, particularly the 
Data Protection Act 2018 and the UK General Data Protection Regulations (“GDPR”). 

• Ensuring compliance is a corporate responsibility of the University of Suffolk Dental CIC 
requiring the active involvement of, and appreciation by, all staff at all levels of the 
organisation. The University of Suffolk Dental CIC will provide support and services to enable 
staff handling personal data to remain compliant with the legislation and the University of 
Suffolk Dental CIC’s requirements in respect of data security. 

 
2. ABOUT THE POLICY 

 
At the University of Suffolk Dental CIC personal data from a wide range of individuals is collected, 
analysed, stored, shared, transferred, processed and at the end of the retention period, destroyed. 
Personal data used in this way is from staff, patients and visitors. Maintaining the security and privacy 
of their personal data is essential.  This policy sets out the University of Suffolk Dental CIC 
requirements as Data Controller when processing Personal Data. 
 
This Policy has been approved by the University of Suffolk Dental CIC Executive Committee and the 
University of Suffolk Data Governance team. This is subject to review every two years. Review will 
take place earlier where changes in legislation require such review.   
 
A University of Suffolk Dental CIC Data User is defined as staff and others who have access to and use 
Personal Data on behalf of the University of Suffolk Dental CIC. All University of Suffolk Dental CIC 
Data Users must: 
 

• comply with this Policy when processing Personal Data on behalf of the University of Suffolk 
Dental CIC 

• recognise that they have a role to play in ensuring that the University of Suffolk Dental CIC 
maintains the trust and confidence of the individuals about whom the University of Suffolk 
Dental CIC processes personal data (including its own staff) 

• comply with legal obligations, protecting the University of Suffolk Dental CIC’s reputation and 
the rights and freedoms of individuals in relation to their personal data. 

 
Disciplinary action can be taken against those who do not comply, particularly in cases when there 
has been deliberate, wilful or negligent disregard of the Policy and University of Suffolk Dental CIC 
requirements.    
 
The University of Suffolk Dental CIC has policies in place, including this Policy, which are designed to 
protect the accuracy, integrity and confidentiality of personal data and to ensure that individuals are 
able to exercise their rights.   
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Appendix 1 provides more information about these other policies.    
 
Key words are defined in the Glossary of Terms in Appendix 2.  
 
If you do not feel confident in your knowledge or understanding of this Policy, or you have concerns 
regarding the implementation of this Policy, you should raise this with the Data Protection Team to 
seek advice: datagovernance@uos.ac.uk or 01473 338240. 
 
3. TRAINING 

 
All staff involved in the University of Suffolk Dental CIC will undertake appropriate GDPR training, 
using a training package provided through iLearn. New members of staff must complete both Data 
Security and Protection Part 1 and Part 2 as part of their induction.  It is the responsibility of managers 
to ensure that their staff complete the required training, including any additional training required, 
both as part of their induction and biennially thereafter, a copy of training record will be available via 
iLearn. It is also the responsibility of managers to follow up any incomplete training. 
 
4. DATA PROTECTION PRINCIPLES 
 
The GDPR sets out principles that the University of Suffolk Dental CIC must observe and comply with 
when processing Personal Data.  The GDPR requires that personal data shall:  
 
1) be processed lawfully, fairly and in a transparent manner 
2) be collected only for specified, explicit and legitimate purposes 
3) be adequate, relevant and limited to what is necessary in relation to the purposes for which it is 

to be processed 
4) be accurate and, where necessary, kept up to date 
5) not be kept in a form which permits identification of data subjects for longer than is necessary 

for the purposes for which the data is processed 
6) be processed in a manner than ensures its security using appropriate technical and 

organisational measures to protect against unauthorised or unlawful processing and against 
accident loss, destruction or damage 

7) not be transferred to a country outside of the European Economic Area (EEA) without 
appropriate safeguards being in place 

 
Further information on the Data Protection Principles can be found on the Information 
Commissioner’s website (ICO - Data Protection Principles). 
 
The University of Suffolk Dental CIC and its staff who process or use personal data must be able to 
demonstrate compliance with all of the above principles.  
 
5. ACCOUNTABILITY AND GOVERNANCE 

 
The University of Suffolk Dental CIC is responsible for, and must be able to demonstrate, compliance 
with the GDPR and data protection. 

mailto:datagovernance@uos.ac.uk
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/
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There are several actions the University of Suffolk Dental CIC, and its Data Users, can and, in some 
cases, must take to meet this data protection principle, including: 
 
• Implementation of Data Management Policy 
• Taking a ‘data protection by design and default’ approach 
• Ensuring that written contracts are in place with organisations that process personal data on the 

University of Suffolk Dental CIC’s behalf 
• Maintaining documentation of all University of Suffolk Dental CIC processing activities 
• Implementing appropriate security measures 
• Recording and, where required, reporting personal data breaches 
• Carrying out data protection impact assessments (DPIAs) where the use of personal data is likely 

to result in a high risk to individuals’ interests 
• Appointment of a Data Protection Officer 
• Adherence to relevant codes of conduct and signing up to certification schemes 
 
6. REGISTERING WITH THE INFORMATION COMMISSIONER’S OFFICE AS A DATA CONTROLLER 

 
As an organisation that processes personal and special category data, the University of Suffolk Dental 
CIC is required to register with the Information Commissioner’s Office (ICO).   The ICO publishes 
contact details for the University of Suffolk Dental CIC and the University of Suffolk Dental CIC Data 
Protection Officer, fee information, any trading names used by the University of Suffolk Dental CIC 
and the data protection registration number given by the ICO ZB628668 as a public authority data 
controller. 
 
7. DATA PROTECTION OFFICER 
 
The Dental CIC Data Protection Officer, supported by the University of Suffolk Data Governance Team 
advises the Dental CIC on data protection law, monitors compliance, provides advice to Data Users, 
and ensures that guidance, training and resources are available to Data Users.  The Dental CIC Data 
Protection Officer is the point of contact for individuals wishing to exercise their rights in relation to 
their data, and for any contact with the ICO.  Contact details for the Dental CIC Data Protection Officer 
and their team who deal with general queries and Subject Access Requests are as follows:  

Data Protection Officer datagovernance@uos.ac.uk  

01473 338240   

8. LEGAL BASIS FOR PROCESSING 
 

Whenever the University of Suffolk Dental CIC processes personal data there must be a valid lawful 
basis for that processing. There are six potentially applicable lawful bases for general processing of 
Personal Data and ten lawful bases for processing Special Category Data. If Special Category Data is 
being processed, both a lawful basis for general processing and an additional condition for processing 
this type of data must be identified. These are listed in full in Appendix 3 and Appendix 5.  
 

mailto:datagovernance@uos.ac.uk
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In practice, for many of the University of Suffolk Dental CIC’s activities it will rely on the legal basis 
that: 
 

• We have your consent - this must be freely given, specific, informed and unambiguous. This 
would apply to cookies collected on the University of Suffolk Dental CIC website.   

  
• We need it to perform a public task - a public body, such as an NHS organisation or Care 

Quality Commission (CQC) registered social care organisation, is required to undertake 
specific activities by law. See this list for the most likely laws that apply when using and 
sharing information in health and care.   

 
The lawful basis we rely on for using information that is more sensitive (Special Category Data):    
 

• To provide and manage health or social care (with a basis in law). See this list for the most 
likely laws that apply when using and sharing information in health and care.  

 
• To manage public health (with a basis in law). See this list for the most likely laws that apply 

when using and sharing information in health and care.  
 
9. STORING PERSONAL INFORMATION 
 
Your information is securely stored for the time periods specified in the Records Management Code 
of Practice and our own data retention schedules. We will then dispose of the information as 
recommended by the Records Management Code for example we will:   
 

• securely dispose of your information by deleting data at the end of the retention period and 
wiping hard drives to legal standards of destruction.  

 
10. PROFILING AND AUTOMATED DECISION MAKING 
 
The ICO has produced guidance (Automated decision-making and profiling) on Profiling and 
Automated Decision Making which is available on its website and should be taken into account before 
considering any activity or task which involves Profiling or Automated Decision Making.  
 
11. DATA PROTECTION BY DESIGN AND DATA PRIVACY IMPACT ASSESSMENTS (DPIAs) 
 
As an aspect of the accountability and governance data protection principle, the University of Suffolk 
Dental CIC must ensure that consideration is given to the protection of data from design through the 
life cycle of the process or system. 
 
It is therefore the responsibility of any University of Suffolk Dental CIC staff member introducing or 
designing a new process or system, to take account of the data protection principles and ensure that 
data protection laws are complied with and can be demonstrated.  
 
  

https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://transform.england.nhs.uk/information-governance/guidance/records-management-code/records-management-code-of-practice/#appendix-ii-retention-schedule
https://transform.england.nhs.uk/information-governance/guidance/records-management-code/records-management-code-of-practice/#appendix-ii-retention-schedule
https://ico.org.uk/for-the-public/your-rights-relating-to-decisions-being-made-about-you-without-human-involvement/
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A Data Protection Impact Assessment (DPIA) enables Data Users to identify, assess, and minimise the 
data protection risks associated with a project or processing activity. Under the UK GDPR, a DPIA 
must be completed where processing is likely to result in a high risk to the rights and freedoms of 
individuals. It is also considered good practice to complete a DPIA for any major project involving the 
processing of personal data, even where a high risk has not been identified. 
 
A DPIA should: 
 
• Provide a description of the nature, scope, context and purposes of the processing 
• Assess necessity, proportionality and compliance measures 
• Identify and assess risks to individuals 
• Identify additional measures required to mitigate the risks 
 
Further information about DPIAs is available on the ICO website (ICO - Data Protection Impact 
Assessments). 
 
A DPIA online form is available to support this process.  Project leads are responsible for completing 
the form and submitting it to the Data Governance Team for review. The Data Governance Team will 
assess the information provided, advise whether any additional information or mitigation measures 
are required, and confirm whether the DPIA is sufficient to support the proposed processing. 
 
12. SECURITY 
 
This section outlines the procedures and guidelines for safeguarding, managing, and storing sensitive 
information at the Dental CIC. Its primary aim is to ensure the confidentiality, integrity, and 
availability of data, in compliance with all relevant laws and regulations. 
 
13. SCOPE 
 
This section applies to all staff, contractors, and any individual or entity accessing or handling 
University of Suffolk Dental CIC data, systems, or networks. For further information about University 
of Suffolk Dental CIC Data Security, please refer to the Dental CIC ICT Acceptable Use and Security 
Policy.   
 
14. DATA CLASSIFICATION 
 

a) Sensitive Data: Information classified as sensitive includes, but is not limited to, personally 
identifiable data, financial data, health records, intellectual property, and any data covered 
under legal, contractual, or regulatory requirements. 

b) Internal Data: Information not publicly available but not classified as sensitive. 
c) Public Data: Information that can be freely shared without restrictions. 
 

15. RESPONSIBILITIES 
 

• University of Suffolk Dental CIC: Responsible for overseeing the implementation, compliance, 
and regular review of this policy.  

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-protection-impact-assessments-dpias/
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• Data Owners: University of Suffolk Dental CIC senior staff and Dental CIC Data Protection 
Officer, responsible for defining data classifications, access levels, and ensuring appropriate 
protection measures.  

• Digital and Network Provider: Responsible for maintaining secure systems, networks, 
providing technical support, and enforcing security measures.  

• Users: Required to adhere to this policy, including securing access credentials, reporting 
security incidents, and following best practices for data protection.  

 
16. DATA SECURITY MEASURES 
 

• Access Control: Grant access to data on a need-to-know basis. Use strong authentication 
methods, including passwords, multi-factor authentication (MFA), and least privilege 
principles.  

• Encryption: Encrypt sensitive data in transit and at rest using industry-standard encryption 
algorithms.  

• Data Handling: Ensure secure handling, transmission, and storage of sensitive information. 
Ensure no storing of sensitive data on personal devices unless encrypted and authorised.  

• Security Awareness Training: Regularly train and educate staff, students, and relevant parties 
on data security best practices and policies.  

• Incident Response Plan: Develop and maintain a comprehensive incident response plan to 
address data breaches, including reporting procedures, containment, and recovery.  

• Regular Audits and Assessments: Conduct periodic security audits, risk assessments, and 
vulnerability scans to identify and mitigate potential threats. 

 
17. COMPLIANCE AND LEGAL OBLIGATIONS 
 

• Adhere to all relevant data protection laws and regulations, including the General Data 
Protection Regulation (GDPR), Data Protection Act, and any other applicable legislation.  

• Obtain necessary consents and permissions before collecting, processing, or sharing personal 
data. 

• Monitoring the use of IT systems and facilities. 
 
Promptly report any suspected or actual data security incidents, breaches, or violations to the Data 
Governance team who will liaise with the Digital and Network provider and the designated 
authorities. 
 
18. AN INDIVIDUAL’S RIGHTS 
 
In accordance with the GDPR and the Data Protection Act 2018 every Data Subject has the following 
rights:  
 
1) The right to be informed about how their personal data may be processed 
2) The right of access to their personal data held by the University of Suffolk Dental CIC  
3) The right to rectification if their personal data is inaccurate or incomplete 
4) The right to request deletion or removal of personal data where there is no compelling reason 

for its continued processing 
5) The right to restrict processing in certain circumstances 
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6) The right to data portability which allows individuals to obtain and reuse their personal data for 
their own purposes across different services 

7) The right to object to processing in certain circumstances 
8) Rights in relation to automated decision making and profiling 
 
More information about the rights of individuals can be found on the ICO website (ICO - Individual 
Rights).   
 
Information about submitting a Subject Access Request or Freedom of Information request to the 
University of Suffolk Dental CIC can be found on the University of Suffolk website or by contacting 
datagovernance@uos.ac.uk.   
 
The University of Suffolk Dental CIC must respond to any requests from Data Subjects wishing to 
exercise these rights within strict time limits.   
 
All requests from individuals wishing to exercise rights must be forwarded to the Dental CIC Data 
Protection Officer immediately on datagovernance@uos.ac.uk.  Similarly, staff must prioritise 
requests from the Dental CIC Data Protection Officer and their team to assist with processing a Data 
Subject request, to ensure compliance with Data Protection Laws.   
 
19. DATA BREACH MANAGEMENT 
 
Everyone is responsible for ensuring that data security breaches are avoided; where one does occur, 
you should report it immediately to the Dental CIC leadership and/or the Data Governance team on 
datagovernance@uos.ac.uk or 01473 338240. Alternatively, the data breach reporting form can be 
completed. 
 
Personal data breaches can include: 
 
• Access by an unauthorised third party 
• Deliberate or accidental action (or inaction) by a controller or processor 
• Sending personal data to an incorrect recipient 
• Computing devices containing personal data being lost or stolen 
• Alteration of personal data without permission 
• Loss of availability of personal data 
 
Some types of breach must be reported to the ICO by the Dental CIC Data Protection Officer within 
72 hours.  The sooner the breach is reported, the sooner action can be taken and the greater the 
opportunity to limit any potential damage which might be caused by the incident.   
 
The Dental CIC Data Protection Officer will determine whether it is necessary to report the personal 
data breach to either the ICO for the affected Data Subjects, or necessary third parties. 
 
The general procedure in the case of a Dental CIC data security breach will follow ICO guidelines and 
focus on the completion of the four stages of breach management: 
 

• Containment and recovery 
• Assessment of on-going risk 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
mailto:datagovernance@uos.ac.uk
mailto:datagovernance@uos.ac.uk
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• Notification of breach 
• Evaluation and response 

 
It is the responsibility of the Dental CIC leadership and Data Governance team to ensure that a record 
of all Dental CIC breaches, regardless of whether they are required to be reported to the ICO is 
retained and that the University of Suffolk Chief Operations and Transformation Officer and the 
Dental CIC Data Protection Officer are informed of reportable instances. 
 
20. ANNUAL REPORTING 
 
The University of Suffolk Dental CIC will provide an annual report on information, CQC compliance, 
governance, completion of NHS Data protection and Security toolkit assessment as well as NHS Digital 
Technology Assessment Criteria to the University of Suffolk Dental CIC Board.  
 
21. QUERIES, CONCERNS, AND COMPLAINTS 
 
If any concerns or complaints about the processing of Personal Data by University of Suffolk Dental 
CIC, individuals are asked to complete the Data Protection Complaints Form in the first instance. 
 
Any person who is not satisfied with the way the University of Suffolk Dental CIC has handled Personal 
Data or a request to exercise Data Subject rights may request an internal review, which can be 
submitted using the Internal Review Request form or by email to datagovernance@uos.ac.uk.  
Thereafter, if the individual remains unsatisfied with the response, they may complain to the ICO. 
 
22. RESPONSIBILITIES 
 
Within this policy, the following post-holders have these responsibilities:  
 

Responsibility Owner 
Administration of University of Suffolk Dental 
CIC subject access requests, response to data 
protection enquiries from staff and students 

Data Governance Team and Data Protection 
Officer 

Initial investigation and management of Dental 
CIC data security breaches 

Dental CIC leadership, Data Governance Team 
and Data Protection Officer 

Overall responsibility for Data Management 
Policy, authorisation of actions related to data 
security breaches, management and oversight 
of the Dental CIC, raising awareness of data 
protection across the Dental CIC, and the 
provision of training and information for staff 
and students 

Dental CIC leadership and Data Protection 
Officer 

Overall responsibility for those aspects of data 
security relating to Dental CIC information 
technology systems 

Dental CIC leadership and Digital and Network 
Provider 

Strategic liaison regarding data protection and 
data security with the Dental CIC Board 

Dental CIC leadership and Data Protection 
Officer 

Institutional approval of Data Protection Policy Dental CIC Board 

mailto:datagovernance@uos.ac.uk
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Personal data to be handled in line with the 
University of Suffolk Dental CIC Data Protection 
Policy, best practice and data protection 
legislation 

Staff and others who have access to and use 
Personal Data on behalf of the Dental CIC 
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APPENDIX 1: POLICIES 
 
University of Suffolk Data Management and Data Security Policy 
Dental CIC ICT Acceptable Use and Security Policy 
Code of Practice for Managing Freedom of Information Requests  
Dental CIC Privacy Notice 
Employees and Other Workers Privacy Notice 
Privacy Notice for Candidates and Applicants 
 
Forms 
UOS Dental CIC Subject Access Request (SAR) Form – Fill in form 

UOS Dental CIC -  FOI Request  – Fill in form 

UOS Dental CIC - DATA BREACH REPORTING – Fill in form 

UOS Dental CIC DPIA Scoping Form – Fill in form 

Data Protection - Internal Review Request – Fill in form 

Data Protection Complaints Form – Fill in form 

  

https://forms.office.com/Pages/ResponsePage.aspx?id=2V0m7q0Et0G0CeZplwXTXaOXZ74B6-hDt5H2_xo6f6RUNjlCUFoyNzRBRDc2M09aSDRLNEQzSUwyVy4u
https://forms.office.com/e/xaQEvCEHSs
https://forms.office.com/e/8GkBe22TEH
https://forms.office.com/Pages/ResponsePage.aspx?id=2V0m7q0Et0G0CeZplwXTXaOXZ74B6-hDt5H2_xo6f6RUMks5STRCWk4wQktLVVFHMTg1MTUyR1lRQi4u
https://forms.office.com/e/rka8seT387
https://forms.office.com/Pages/ResponsePage.aspx?id=2V0m7q0Et0G0CeZplwXTXaOXZ74B6-hDt5H2_xo6f6RUOUZWTVNYNTQzM080NFpIV0E4SFkzWEZZWS4u
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APPENDIX 2: GLOSSARY OF TERMS 
 

Automated Decision-Making A decision made by automated means without any 
human involvement 

Consent Agreement, which is freely given, specific, informed and 
unambiguous 

Criminal Offence Data Data relating to criminal convictions and offences or 
related security measures.  

Data Breach The destruction, loss, alteration, unauthorised disclosure 
of, or access to, personal data.  This means that a breach 
is more than just losing personal data 

Data Controller The person or organisation that determines when, why 
and how to process personal data 

Data Protection Impact Assessment A standard assessment used to identify and reduce risks 
of a data processing activity 

Data Processor Any person, company or organisation (other than an 
employee of the data controller) who processes personal 
data on behalf of a Data Controller 

Data Protection Officer (DPO) An internal, statutory role, required to monitor and 
promote compliance with data protection legislation 

Data Protection Laws Any law which relates to the protection of individuals 
with regards to the processing of Personal Data including 
Regulation (EU) 2016/679 (known as the General Data 
Protection Regulation or GDPR), the Data Protection Act 
2018 and all legislation enacted in the UK in respect of 
the protection of personal data, and any code of practice 
or guidance published by the Information 
Commissioner’s Office.   

Data Retention  Data retention principles are set out in the University’s 
privacy notices on the website. 

Data Subject Any living, identified or identifiable individual about 
whom we hold Personal Data 

Data Users Staff, students and others who have access to and use 
Personal Data on behalf of the University 

Individuals Rights The rights granted to Data Subjects by the applicable 
data protection legislation, including the right of access 
to their Personal Data, the right to correct it, and the 
right to deletion 

Personal Data Any information identifying a Data Subject or from which 
we could identify a Data Subject.  Personal Data includes 
‘Special Categories’ of sensitive personal data and 
Pseudonymised Data but not anonymised data (data 
where any identifying elements have been removed) 

Special Categories of Personal Data A subset of Personal Data, being any information 
revealing racial or ethnic origin, political opinions, 
religious or similar beliefs, trade union membership, 
physical or mental health conditions, sexual life or sexual 
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orientation, biometric or genetic data, and Personal Data 
relating to criminal offences and convictions 

Processing or Process Any activity that involves the use of Personal Data, 
whether manual or electronic, including obtaining, 
recording or holding the data, organising, amending, 
transferring, retrieving, using, disclosing, erasing or 
destroying it 

Privacy Notices Separate notices setting out information that may be 
provided to Data Subjects when the University collects 
information about them.  These notices may apply to a 
specific group of individuals, for example employees or 
they may cover a specific purpose, for example filming 
on campus 

Pseudonymised Data Data which has been modified to replace information 
that directly or indirectly identifies an individual with 
artificial identifiers or pseudonyms so that the person, to 
whom the data relates, cannot be identified without the 
use of additional information which is kept separately 
and secure 

Third Party Anyone other than the Data Subject and the Data 
Controller 

Recruitment privacy notices This privacy notice explains how we collect, use and 
store personal information about you in the context of 
applying for employment with us and our recruitment 
process. It explains the circumstances where we may 
also have to share personal information. 
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APPENDIX 3: LEGAL BASES FOR PROCESSING 
 

Processing shall be lawful only if and to the extent that at least one of the following applies: 
  
1) The Data Subject has given consent to the processing of his or her personal data for one or more 

specific purposes. 

2) Processing is necessary for the performance of a contract to which the data subject is party or in 
order to take steps at the request of the Data Subject prior to entering into a contract. 

3) Processing is necessary for compliance with a legal obligation to which the Data Controller is 
subject. 

4) Processing is necessary in order to protect the vital interests of the Data Subject or of another 
natural person. 

5) Processing is necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the Data Controller. 

6) Processing is necessary for the purposes of the legitimate interests pursued by the Data Controller 
or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the Data Subject which require protection of personal data, in particular 
where the Data Subject is a child. (This does not apply to processing carried out by public 
authorities, such as Universities, in the performance of their public tasks). 

There are 10 legal bases on which Special Category Personal Data may be processed: 

a) The Data Subject has given explicit consent to the processing of those personal data for one 
or more specified purposes. 

b) Processing is necessary for the purposes of carrying out the obligations and rights of the Data 
Controller or of the Data Subject in the field of employment and social security (subject to the 
Data Protection Act 2018). 

c) Processing is necessary to protect the vital interests of the Data Subject or of another natural 
person where the data subject is physically or legally incapable of giving consent. 

d) Processing is carried out in the course of its legitimate activities with appropriate safeguards 
by a foundation, association or any other not-for-profit body with a political, philosophical, 
religious or trade union aim and on condition that the processing relates solely to the 
members or to former members of the body or to persons who have regular contact with it in 
connection with its purposes and that the personal data are not disclosed outside that body 
without the consent of the Data Subjects. 

e) Processing relates to personal data which are manifestly made public by the Data Subject. 

f) Processing is necessary for the establishment, exercise or defence of legal claims or 
whenever courts are acting in their judicial capacity. 
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g) Processing is necessary for reasons of substantial public interest, on the basis of Union or 
Member State law which shall be proportionate to the aim pursued, respect the essence of 
the right to data protection and provide for suitable and specific measures to safeguard the 
fundamental rights and the interests of the Data Subject. 

h) Processing is necessary for the purposes of preventive or occupational medicine, for the 
assessment of the working capacity of the employee, medical diagnosis, the provision of 
health or social care or treatment or the management of health or social care systems and 
services on the basis of Union or Member State law or pursuant to contract with a health 
professional and subject to safeguards.  

i) Processing is necessary for reasons of public interest in the area of public health, such as 
protecting against serious cross-border threats to health or ensuring high standards of quality 
and safety of health care and of medicinal products or medical devices, on the basis of Union 
or Member State law which provides for suitable and specific measures to safeguard the rights 
and freedoms of the Data Subject, in particular professional secrecy; L 119/38 EN Official 
Journal of the European Union 4.5.2016. 

j) Processing is necessary for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes, respect the essence of the right to data protection 
and provide for suitable and specific measures to safeguard the fundamental rights and the 
interests of the Data Subject. 
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APPENDIX 4: SOURCES OF INFORMATION, GUIDANCE, AND ADVICE 
 

Data Protection Officer (DPO) datagovernance@uos.ac.uk   

01473 338240   

Data Protection Resources: 

• ICO resources (https://ico.org.uk/) 

• Laws that health and care organisations rely on when using your information 
[https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-
organisations-rely-on-when-using-your-information/ ] 

• National Data Opt-Out [https://digital.nhs.uk/services/national-data-opt-out/compliance-with-
the-national-data-opt-out] 

• NHS Data Security and Protection Toolkit [https://www.dsptoolkit.nhs.uk/] 

• NHS Digital Technology Assessment Criteria [https://transform.england.nhs.uk/key-tools-and-
info/digital-technology-assessment-criteria-dtac/] 

• Use and share information with confidence - NHS Transformation Directorate (england.nhs.uk) 

 

  

mailto:datagovernance@uos.ac.uk
https://ico.org.uk/
https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigital.nhs.uk%2Fservices%2Fnational-data-opt-out%2Fcompliance-with-the-national-data-opt-out&data=05%7C02%7CDatagovernance%40UOS.AC.UK%7C499405639c464ce7c87a08dc41d1d21e%7Cee265dd904ad41b7b409e6699705d35d%7C0%7C0%7C638457616625154538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=fseDmghvkHhCge42LAJoeTrmWw8altXVZKRIugLh7Xs%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdigital.nhs.uk%2Fservices%2Fnational-data-opt-out%2Fcompliance-with-the-national-data-opt-out&data=05%7C02%7CDatagovernance%40UOS.AC.UK%7C499405639c464ce7c87a08dc41d1d21e%7Cee265dd904ad41b7b409e6699705d35d%7C0%7C0%7C638457616625154538%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=fseDmghvkHhCge42LAJoeTrmWw8altXVZKRIugLh7Xs%3D&reserved=0
https://transform.england.nhs.uk/information-governance/guidance/use-and-share-information-confidence/
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APPENDIX 5: LAWFUL BASIS FOR PROCESSING SPECIAL CATEGORY DATA 
 

Under UK GDPR, the lawful basis we rely on for using information that is more sensitive (special 
category):    

To provide and manage health or social care (with a basis in law). See this list for the most likely laws 
that apply when using and sharing information in health and care.  

To manage public health (with a basis in law). See this list for the most likely laws that apply when 
using and sharing information in health and care.  

Common law duty of confidentiality   

In our use of health and care information, we satisfy the common law duty of confidentiality because:   

• you have provided us with your consent (we have taken it as implied to provide you with care, 
or you have given it explicitly for other uses)  

• we have a legal requirement to collect, share and use the data  

• for specific individual cases, we have assessed that the public interest to share the data 
overrides the public interest served by protecting the duty of confidentiality (for example 
sharing information with the police to support the detection or prevention of serious crime). 
This will always be considered on a case-by-case basis, with careful assessment of whether it 
is appropriate to share the particular information, balanced against the public interest in 
maintaining a confidential health service  

National data opt-out 

● we are applying the national data opt-out because we are using confidential patient 
information for planning or research purposes 

The information collected about you when you use health and care services can also be used and 
provided to other organisations for purposes beyond your individual care, for instance to help with: 

● improving the quality and standards of care provided 

● monitoring safety 

This may only take place when there is a clear lawful basis to use this information. All these uses help 
to provide better health and care for you, your family and future generations. Confidential health and 
care information is only used like this when allowed by law. 

You have a choice about whether you want your confidential information to be used in this way. If you 
are happy with this use of information you do not need to do anything. If you do choose to opt out 
your confidential information will still be used to support your individual care. 

To find out more or to register your choice to opt out, please visit www.nhs.uk/your-nhs-data-matters. 

You can change your mind about your choice at any time. 

https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
https://transform.england.nhs.uk/information-governance/the-laws-that-health-and-care-organisations-rely-on-when-using-your-information/
http://www.nhs.uk/your-nhs-data-matters
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