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Privacy Statement

The General Data Protection Regulation (UK GDPR) and Data Protection Act 2018 (and,
where applicable, EU GDPR) governs the way that organisations use personal data.

Personal data is information relating to an identifiable living individual.

Transparency is a key element of GDPR, and this Privacy Notice is designed to inform
Employees and Other Workers about how and why the University of Suffolk Dental CIC uses
your personal data, what your rights are under GDPR, and how to contact us so that you can
exercise those rights.

Data Protection Principles

We will comply with data protection law and principles, which means that your data will be:

e Used lawfully, fairly and in a transparent way.

e Collected only for valid purposes that we have clearly explained to you and not used in any
way that is incompatible with those purposes.

e Relevant to the purposes we have told you about and limited only to those purposes.

e Accurate and kept up to date.

e Kept only as long as necessary for the purposes we have told you about.

e Kept securely.

Who are we

University of Suffolk Dental CIC is committed to providing excellence in dentistry and education of
oral healthcare. The Dental CIC a "data controller”, which means we are responsible for deciding how
we hold and use personal information about you.

This privacy notice makes you aware of how and why your personal data will be used, as a
prospective, current or former employee of the Dental CIC, as a volunteer, consultant or contractor
of the Dental CIC, and how long it will usually be retained for. The University of Suffolk Dental CIC is
a “data controller”, which means we are responsible for deciding how we hold and use personal
information about you.

The organisation takes the security of your data seriously. The organisation has internal policies and
controls in place to try to ensure that your data is not lost, accidentally destroyed, misused or
disclosed, and is not accessed except by its employees in the performance of their duties.

Where the organisation engages third parties to process personal data on its behalf, they do so on
the basis of contract, are under a duty of confidentiality and are obliged to implement appropriate
technical and organisational measures to ensure the security of data.

Lawful Basis for Using Data

Our lawful basis for using the data includes:
e Necessary for the performance of a contract.
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e Necessary for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller.

e Necessary so we can comply with our legal obligations as your employer.

e Necessary to protect your vital interests or those of another person.

e Necessary for the purposes of our legitimate interest.

Personal Data We Collect

We will process personal data about you to meet our responsibilities as an employer and to manage
our relationship with you as a Dental CIC employee, casual worker, volunteer, consultant, and
contractor. This may include:

1. Personal Identification and Contact Details:
e Name (first, last, and any previous names)
o Title

e Home address

e Personal and work email addresses

e Telephone numbers (home, work, mobile)
e Date of birth

e Gender

e National Insurance number

e Photograph for an ID card

2. Employment Details:

e Job title and role descriptions

e Employment history and previous employers

e Start and end dates of employment

e Contractual terms (e.g., full-time, part-time, permanent, temporary)
e Salary and remuneration details

o Performance reviews and appraisal records

e Training and professional development records

3. Recruitment Information:

e Application forms and supporting statements

e Curriculum Vitae (CV)

o References from previous employers

e Right to work documentation and immigration status
e Criminal records checks, where applicable

4. Financial Information:

e Bank account details for salary payments
e Tax and National Insurance contributions
e Pension scheme details

e Benefits and allowances
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5. Health and Wellbeing Data:

Sickness and absence records
e Medical or health information, including occupational health assessments
e Disability information and any required workplace adjustments

6. Equal Opportunities Monitoring:
Ethnicity

e Religious beliefs

e Sexual orientation

e Gender identity

e Information on disabilities

7. Emergency Contact Details:
Names and contact information of next of kin or designated emergency contacts

8. IT, Estates and Communications Usage:

Access logs for Dental CIC or University of Suffolk facilities and systems
e Records of communications sent via Dental CIC platforms
e CCTVimages, in accordance with our CCTV Policy.

9. Legal and Compliance Records:
Records of grievances, disciplinary actions, and investigations
e Compliance training records (e.g., data protection, health and safety)

10. Additional Information:
e Declarations of personal relationships, in line with the Personal Relationships Policy.

It’s important to note that some of this data, such as information on ethnicity, health, and criminal
convictions, is classified as “special category” data under data protection laws and is subject to
stricter processing conditions. Where the organisation processes special categories of personal data,
for example information relating to your ethnicity, sexual orientation, health or religion or belief;
access to, and the sharing of, this information is controlled very carefully. You will be given more
details about our use of any special category personal data when we collect it from you. You can
review and update your personal data at any time through the Dental CIC’s self-service system
Ilteams, to ensure that we hold accurate and up to date information about you.

Why are we processing your personal data?

The organisation collects and processes personal data relating to its employees, workers, volunteers,
consultants and contractors to manage the employment relationship. The organisation is committed
to being transparent about how it collects and uses that data and to meeting its data protection
obligations in accordance with the General Data Protection Regulation (GDPR).
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This notice does not form part of any contract of employment or other contract to provide services.
We may update this notice at any time.

It is important that you read this notice, together with any other privacy notice we may provide on
specific occasions when we are collecting or processing personal information about you, so that you
are aware of how and why we are using such information.

The organisation needs to process data to enter into an employment contract with you and to meet
its obligations under your employment contract. For example, it needs to process your data to
provide you with an employment contract, to pay you in accordance with your employment contract
and to administer pension entitlements.

In some cases, the organisation needs to process data to ensure that it is complying with its legal
obligations. For example, it is required to check an employee's identity and entitlement to work in
the UK, to deduct tax, to comply with health and safety laws and to enable employees to take periods
of leave to which they are entitled. For certain positions, it is necessary to carry out criminal records
checks to ensure that individuals are permitted to undertake the role in question. Under the Equality
Act 2010, the organisation also has a duty to maintain and promote equality.

In other cases, the organisation has a legitimate interest in processing personal data before, during
and after the end of the employment relationship.

Processing employee data allows the organisation to:

e run recruitment and promotion processes.

e maintain accurate and up-to-date employment records and contact details (including details of
who to contact in the event of an emergency), and records of employee contractual and
statutory rights.

e operate and keep a record of disciplinary and grievance processes, to ensure acceptable conduct
within the workplace.

e operate and keep a record of employee performance and related processes, to plan for career
development, and for succession planning and workforce management purposes.

e operate and keep a record of absence and absence management procedures, to allow effective
workforce management and ensure that employees are receiving the pay or other benefits to
which they are entitled.

e obtain occupational health advice, to ensure that it complies with duties in relation to individuals
with disabilities, meet its obligations under health and safety law, and ensure that employees
are receiving the pay or other benefits to which they are entitled.

e operate and keep a record of other types of leave (including maternity, paternity, adoption,
parental and shared parental leave), to allow effective workforce management, to ensure that
the organisation complies with duties in relation to leave entitlement, and to ensure that
employees are receiving the pay or other benefits to which they are entitled.

e ensure effective general human resourcing and business administration.

e provide references on request for current or former employees.

e respond to and defend against legal claims.

e Ensure employees can operate self-service human resource portals.
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How your data is collected

Data is collected when you provide it to the Dental CIC prior to, at commencement of, and during
employment. This may be through correspondence with you, interviews, declarations, meetings, or
other assessments.

Prior to employment, this is through your application form and supporting documents such as a
Curriculum Vitae (CV) or cover letter.

For some parts of our application process, we use third party processors to check your Right to Work
and authenticate your personal ID documents. These services are consent based and the employee
should take note of the Privacy Notice provided by the third party. Applicants not wishing to use this
service should discuss this with the organisation contact before providing this information to the
third party. Once the Right to Work Checks are completed a result is issued to the Dental CIC and this
is held in your file.

At commencement of employment, you provide additional data to allow us to legally employ you,
pay you and communicate with you effectively.

Throughout your employment you may be asked to provide further data in relevance to a function
or specific task. In some cases, the organisation collects personal data about you from third parties,
such as references supplied by former employers, information from employment background check
providers, professional bodies (such as the GDC), information from credit reference agencies (where
applicable) and information from criminal records checks permitted by law.

How your data is shared

Your information will be shared internally, and with members of the University of Suffolk
POD (People and Organisational Development) team (including outsourced payroll
provider), Finance, your line manager, managers in the business area in which you work,
Planning and Management Information and IT staff if access to the data is necessary for
performance of their roles.

The organisation shares your data with third parties in order to obtain pre-employment
references from other employers, obtain employment background checks from third-party
providers and obtain necessary criminal records checks from the Disclosure and Barring
Service.

In those circumstances, the data will be subject to confidentiality arrangements.

The Dental CIC will make some statutory and routine disclosures of personal data to third
parties where appropriate. These third parties include:

e UK Visas and Immigration (UKVI)

e HM Revenue and Customs (HMRC)

e Pension schemes

e Potential employers (where a reference is requested)

o Benefits Agency as required by the Social Security Administration Act 1992
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e Child Support Agency as required by the Child Support Information Regulations 2008
(no.2551)

e Payroll Service providere Occupational Health provider

e Third-party service providers to the Dental CIC (e.g. Digital and IT Services)

Personal data may also be disclosed when legally required or where there is a legitimate
interest, either for the Dental CIC or the data subject, taking into account any prejudice or
harm that may be caused to the data subject.

As a benefit of employment at the Dental CIC you have access to sign up to additional
services e.g. counselling etc. These services are consent based and the employee should take
note of the Privacy Notice provided by the third party. The organisation does not share
personal data with the third party other than to confirm your employment and therefore
eligibility for the service.

The Dental CIC may also use third party companies as data processors to carry out certain
administrative functions on behalf of the Dental CIC. If so, a written contract will be put in
place with that processor to ensure that any personal data disclosed will be held in
accordance with the Data Protection Legislation.

We may transfer your personal data outside the UK, for example, when we use third-party
providers to help deliver our services, such as cloud or externally hosted software providers.
These providers may store or process personal data in countries outside the UK. Whenever
we transfer your personal information to a third party or to another country, we ensure it is
protected in line with data protection laws. This includes putting in place appropriate
safeguards, such as contracts that contain the UK’s approved standard data protection
clauses, where the destination country does not have an adequate level of data protection.

How our data is stored internally

Data is stored in a range of different places including:

e inyour personnel file.

e inthe organisation's human resource management systems, the outsourced Payroll system

e In Microsoft 365 applications such as emails, documents, spreadsheets, and collaboration
tools (e.g. Teams chats and SharePoint sites).

e in other IT systems (including the organisation's email system).

How long is the data kept?

Personal data is held for the duration of employment. The periods for which your data is held after
the end of employment are set out in the relevant data retention schedule and may depend on the
position held.
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Automated decision-making

Employment decisions are not based solely on automated decision-making.

Changes to this privacy notice

We may update this privacy notice at any time. We may also notify you in other ways from time to
time about the processing of your personal information.

Data Subject Rights including withdrawing consent

One of the aims of the General Data Protection Regulation (GDPR) is to empower individuals and give
them control over their personal data.

e The GDPR gives you the following rights:

e The right to be informed

e The right of access

e The right to rectification

e Theright to erasure

e The right to restrict processing

e The right to data portability

e Theright to object

e Rights in relation to automated decision making and profiling

Contact Information

All personal data will be processed in accordance with the Data Protection Act 2018 and General Data
Protection Regulation (UK GDPR).

If you have any queries or concerns about the use of your personal data including withdrawing your
consent, please contact the Data Protection team using the details below:

datagovernance@uos.ac.uk
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